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Annex 1: Requirements for a Secure Operating Environment

Contents
1 General iNfOrmMation .......cceueiiieiiiiiiiiiiiiiiiiiiiniiiiiiiieteiieieiitieieeseittteiersesesssctssecssssssssessssescssssssssssssnsens 3
1.1 DEFINITIONS eeveuieiirtetetisteteeste et s ettt st et s te st et st e te st st et et st et ese st et ese st et enesbastesesb et esesbe st enesbantenesbentenessensenessensanessans 4
1.2 FUNCHIONAL AESCIIPLION 1.ttt sttt ettt sttt et e e st e st e e besse e st et essessesbessesseeneessensansensensessesssenean 5
1.3 SYSEEM ArCRILECTUIE .oveiiieieieieeceeet ettt ettt st et e st et et e st e e besae e st e st essesbesbeesessseseessensansensessessesssenean 7
Y oY ol o1 Y] T [=T TR 7
1.5 Trusted identifiCation SOUICES ....cc.ciiiiiiiieeete ettt ettt ettt sttt et s be s bt s bt sbe et et et e b e sbesbesbeeateneen 8
2 TeChNICal FEQUIrEMENTS . cuuiiuiiiuiieiieiienciaicenicenstanstasssscssscssscsssssssssssssscssscsssesssssssssssssssssssssssssssasssasssassses 8
2.1 1ENEIICALION ettt ettt ettt b et b et bbbt et bt e bbbt e e be st et enenee 8
2.1.1 Requirements laid down in the ACt 0N SECONAAIY USE .....covuiiriiiiiriinienienitenieeniestesteseesieesseesseessesssesssessaesas 8
2.1.2 Requirements imposed by the data permit aUthority .......cccoeoveeieeeeceeee e 8
2.2 Management of USErs and aCCESS FMIGNTS......co.iiiiiiiiiiierireete ettt ettt ettt et et besae et e aee 9
2.2.1 Requirements laid down in the ACt 0N SECONAAIY USE .....covuiiriiiiiriinieniinienieeniesteseeseesieesseesseessesssessessaesas 9
2.2.2 Requirements imposed by the data permit @aUthOrity ......cocovieiiriinnineee e 9
2.3 Protecting the @NVIFONMENT .....couiiiiieeeeee ettt ettt et sbe bbbttt sa e b besae et st eae 9
2.3.1 Requirements laid down in the ACt 0N SECONAAIY USE .....eeuieiieieeieeieseeseeree ettt e e ae e aesnesaneeeas 9
2.3.2 Requirements imposed by the data permit authority .......ccceeeeeiecieeeeee e 10
T ¢ 4O TPPTRPN 11
2.4.1 Requirements laid down in the ACt 0N SECONAAIY USE ..cuuiviiriinieriiiierienieeteseeseeseeesaeseeseeseeesaeesssessesssens 11
2.4.2 Requirements imposed by the data permit authority .......cceeveeiecieeeeeee e 11
2.5 Management and monitoring of the enVIrONMENT ........co.ooiiiiiiiiiiee e 12
2.5.1 Requirements imposed by the data permit authority .......ccceeveeiecieeeeeeee e 12
2.6 Removal of materials from the operating eNVIrONMENt ........c.eoveiririiirireee e 13
2.6.1 Requirements imposed by the data permit authority .....c.coceviiriiiiiir e 13
3 Reliability of the OPerator ......cccciviiiviiiniiiiiiiiiiieiineiieiicinesieiiieicreicrsicsesesssssssesssssssssssssssssessssssssssasssnesss 13
3.1 GENEIAl INFOIMATION ..ottt ettt st ettt et e b s bt st e at et et et e sbesbesaeeateateneen 13
3.1.1 Requirements laid down in the Act 0N SECONAArY USE .....coviiiiiniiniininieierteieriesese sttt 13
3.1.2 Requirements imposed by the data permit aUthOrity .....c.coceviiriiriiir e 14
3.2 DAta PrOTECHION ottt sttt s et e st e e aa e s bt e e s st e s bt e e sae s st e e saeessbeessaeessbaessseesaseenaneesabaennseenn 14
3.2.1 Requirements imposed by the data permit authority ......cccooeverininni e 14
B3 PrEIMISES ..ttt ettt ettt et et e et e s bt e s bt et e st sat e sutesbt et e e st e e a b e e st e bt e bt e bt e b e e at e e ateeat e bt e bt et e eabesuteshtebe e besnbesatenat 15
3.3.1 Requirements imposed by the data permit authority .......ccceveieiirieci e 15
B4 PISONNEL cutieteteeet ettt ettt s b et h et b e b b s h et et et e e et e bt e bt e bt e ae et et et e nsenbeebesheeaeeneen 15

Findata « Finnish Social and Health Data Permit Authority
Mannerheimintie 166, Helsinki « P.O. Box 30, FI-00271 Helsinki
findata.fi



FINDY:YY:Y ANNEX 1, REGULATION 1/2022 2(19)

Finnish Social and Health Data Permit Authority Requirements for a Secure Operating Environment
3.4.1 Requirements imposed by the data permit authority .......ccceeeeeeeciecee e 15
4 Key process steps related to a secure operating enVironmMeNnt ......c.cccecveienninnecrnccrncisecisestastecsescsescasscanses 16

Findata « Finnish Social and Health Data Permit Authority
Mannerheimintie 166, Helsinki « P.O. Box 30, FI-00271 Helsinki
findata.fi



FINDY:YY:Y ANNEX 1, REGULATION 1/2022 3(19)

Finnish Social and Health Data Permit Authority Requirements for a Secure Operating Environment

1 General information

This document describes and specifies the data security requirements for the secure operating
environment required by section 20(2) and sections 21-29 of the Act of Secondary Use. The service
provider is required to comply with the general data security requirements laid down in section 18
of the Act on Secondary Use. A secure operating environment ensures the secure processing of data
disclosed under the Act on Secondary Use in accordance with the permit conditions. The authority
may disclose the data sets to the applicant only if the operating environment meets the conditions
laid down in section 20(2) and sections 21-29.

The data permit determines which data sets under the Second Act are disclosed to the secure
operating environment. This regulation does not set out different levels of data security
requirements for the operating environment based on the classification of data processed in the
operating environment. If the data sets are classified or subject to protection level requirements to
be met by the processing environment, the resulting requirements shall be taken into account
separately.

Data security requirements aim to ensure that the service provider of a secure operating
environment has sufficient security arrangements to prevent the unlawful disclosure of confidential
information. This regulation does not take a stand on technical implementation, and therefore
requirements need to be examined on a case-by-case basis.

The data security assessment body carrying out the assessment and issuing the certificate assesses,
with its own professional competence, whether the valid data security certificates concerning the
secure environment of the service provider are suitable for demonstrating the compliance with the
requirements laid down in the regulation. Parts of the object to be assessed that are not covered by
the existing certificate must be assessed separately. The assessment body verifies the period of
validity of the valid certificate of the service provider and, if necessary, sets a limit on the period of
validity of the certificate issued under this provision. The data permit authority does not carry out
an assessment or provide technical advice related to the data security of a secure operating
environment.

Information security requirements refer to the following provisions and criteria:
e Acton the Secondary Use of Health and Social Data, 552/2019
e  KATAKRI 2015 - Information security audit tool for authorities
o Protection levels or security classifications are not taken into account in the
assessment, but the applicable KATAKRI requirements are indicated in connection

with the requirements of the object to be assessed.

e  PiTuKriversion 1 March 2020 - Criteria to Assess the Information Security of Cloud Services

o Anaccredited inspection body may base its assessment on the requirements
contained in the Evaluation criteria for cloud service information security (PiTuKri)
instead of the Information security auditing tool for authorities (KATAKRI) in
sections where this is appropriate regarding the object of the assessment.
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e Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC (General Data Protection
Regulation)

e Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014
on electronic identification and trust services for electronic transactions in the internal
market and repealing Directive 1999/93/EC

e [SO/IEC 27001 standard

1.1 Definitions
For the purposes of this regulation:
e Material refers to information material containing personal data.

e Aphysically and technically protected area refers to an environment in which facilities and
technical solutions prevent uncontrolled access to information by outsiders. The
requirements related to the premises are presented in section 3.3 Premises..

e Aquarantine environment refers to a separated and protected solution in which encrypted
material is converted into plain language and is subject to an integrity and malware check.
In the same environment, the material sent to the data permit authority for inspection is
encrypted for delivery. The environment must not be connected to the Internet.

e Auser environment refers to a data processing environment, separated on a data permit-
specific basis, located in a secure operating environment where a client/researcher or
group processes materials containing personal data. The environment must not be directly
connected to the Internet or other user environments.

e User and access management refers to a solution that is located between the actual
research environment and the Internet and is used to identify users and implement access
control.

e Log management refers to a separated and protected solution for the collection,
monitoring and reporting of log data in the operating environment.

e Logdataincludes processing log and disclosure log data as well as technical log data
collected by devices in the operating environment.

e Service provider is the party responsible for the operating environment and its compliance,
which may also use subcontractors.

e Management of technical, organisational and physical information security refers to
management and control solutions for various sections of the implementation of the
operating environment.
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e Thedata permit authority’s systems refer to information systems managed by the data
permit authority, in which, for example, permit processing; and transfer, compilation, pre-
processing and combining as well as pseudonymisation and anonymisation of materials
are carried out.

e Asecure operating environment (hereinafter also operating environment) refers to a
technical, organisational and physical operating environment for the processing of data.

e Information security scanning refers to an inspection of the data processing environment
carried out using technical aids. This ensures that there are no vulnerabilities or incorrect
configurations that endanger information security in the environment.

e Anidentification source is a system in which the user IDs required for identification and
access control are located.

e The principle of least privilege (also the principle of smallest privilege) is a concept related
to information security, according to which access rights to an information system must be
limited to the narrowest possible rights by which a user or process is able to perform the
task assigned to it. Access rights must also be limited to the shortest possible period of time
during which the task can be performed.

1.2 Functional description

A secure operating environment refers to a technical, organisational and physical data processing
environment in which information security is achieved by appropriate administrative and technical
means. In a secure environment, it must be possible to ensure the secure processing of data in
accordance with the data permit, and only users identified in the data permit are granted access to
the user environment established for the project in question.

The service provider is the operator that provides services of the secure operating environment for
the use of its customers. If necessary, the service provider may use subcontractors as suppliers of
different components, such as processing and storage capacity. The service provider is responsible
for ensuring that the secure operating environment and the parties involved in its provision comply
with the requirements laid down in this regulation.

Key functionalities related to a secure operating environment:

e Users login to the user environment using user IDs of identification sources deemed to be
reliable.

e Asarule, two-factor authentication is used when logging in to the user environment.

e Inauser environment, the customer only has access to materials specified in the data
permit in question.

e Data transfer between user environments has been blocked.

e Transfer of personal data sets to a secure environment takes place in a secure manner.
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e Itshould not be possible to establish direct Internet connections in the user environment.

e It must be possible to protect the processing of identifiable personal data sets particularly
carefully during all stages of processing.

e Log management must take place in a secure environment that cannot be directly
connected to the Internet.

The architecture of the secure operating environment is described below, and the key process steps
concerning the service provider are described in section 4.
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1.3 System architecture

The figure below shows the principal system architecture of a secure operating environment. The
purpose is to clarify what functions constitute a secure operating environment and how it is related
to other key functions under the Act on Secondary Use.

DATA PERMIT AUTHORITY’S
SYSTEMS

Data permits .
Materials Secure operating
Supervision service

Internet and other networks

Firewall and environment protection solutions

SECURE OPERATING ENVIRONMENT l

User and access management Quarantine environment

* Identification and authentication * Decryption

*  Access rights * Integrity verification
*  Malware scan

Log management
Data permit-specific *  Collection
user environments * Reporting

Management of technical, organisational and physical information security

Figure: Principal system architecture of a secure operating environment

1.4 Service providers

A secure operating environment must have a designated service provider responsible for
implementing the requirements of this regulation. The Service Provider may use subcontractors to
provide information technology services, for instance, but the service provider is always responsible
for the compliance of the secure operating environment. In practice, there must be a binding
contractual relationship between the service provider and the subcontractor used.

The service provider must also identify the potential personal data accumulation effect and take
this into account in the protection of the operating environment it provides. The accumulation
effect may arise, for example, in situations where several personal data sets are to be stored in the
operating environment and/or the size of the data sets is large. The National Supervisory Authority
for Welfare and Health (Valvira) maintains a public register of compliant operating environments
reported to it.
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1.5 Trusted identification sources

The data permit authority maintains an up-to-date list of the identification sources it trusts and
publishes them at https://findata.fi. In addition to listed trusted identification sources, identification
sources which, in terms of authentication, meet the requirements of section 2.1.2 of this regulation
may be used.

2 Technical requirements

2.1 Identification

2.1.1 Requirements laid down in the Act on Secondary Use

Section 21 Identifying the users of the secure operating environment
https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#[3P21

2.1.2 Requirements imposed by the data permit authority

1.

The initial identification of a user is primarily carried out by means of strong electronic
identification, such as the Suomi.fi service. If strong initial electronic identification is not
possible, the user's identity must be verified using identity verification documents in the
presence of the user in a documented manner. If requiring the user to be present is not
reasonable due to travel, for instance, the initial identification can be carried out so that
the organisation with an employment, assignment, contractual or similar relationship with
the user confirms the user's identity in writing and in a binding manner, with the necessary
documents.

ID holders and the identification source must have either a contractual relationship (such

as an employment or research contract), affiliation (such as through a research project) or
other legally binding relationship. Operators of identification sources are obliged to close

the identifiers immediately after the contractual relationship has ended, or if they suspect
that the identifiers have been leaked or otherwise misused.

User identification must have at least two steps, using two different identification methods.
In addition to the username-password combination, a separate identifier, such as a mobile
phone application or other similar identification method, is used. Two-factor
authentication must have taken place before the user begins to process materials
according to the data permit.

If a terminal device arranged and addressedby the service provider for the user, dedicated
for use in the user environment, is located within the same physically and technically
protected area as the user environment, two-factor authentication is not required, but the
user's identity must be assured before the dedicated terminal device is released for use.

In addition, KATAKRI subdivisions 1 06 (sections 1-8 in the Example) and | 07 (sections 1-7 in
the Example) are used in the assessment, as applicable.
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2.2 Management of users and access rights

2.2.1 Requirements laid down in the Act on Secondary Use

Section 22 Access rights of the users of the secure operating environment
https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L.3P22

2.2.2 Requirements imposed by the data permit authority

1.

Access rights to the environment are restricted so that users can access only the materials
and resources for which they have been granted permit. Access rights to the environment
are restricted according to data permits. If a person has more than one data permit in the
environment, they can only access materials in one data permit at a time.

Access rights to the environment are restricted according to data permits. If a person has
more than one data permit in the operating environment, it is permitted to have access to
data sets of several research permits, but the transfer of a data set between user
environments is prohibited.

Access rights to the environment are granted on the principle of least privilege (KATAKRI |
06).

Only tokens of identity providers referred to in section 1.5 should be used in the
environment.

If the service provider detects any abuse, it must prevent further damage without delay by
restricting access rights, for instance.

An access right to the user environment is automatically locked after the data permit has
expired.

Materials in the user environment will be automatically deleted no later than six (6) months
after the access rights have expired, unless otherwise specified by law.

In addition, KATAKRI subdivision | 06 (sections 1-8 in the Example) are used in the
assessment, as applicable.

2.3 Protecting the environment

2.3.1 Requirements laid down in the Act on Secondary Use

Section 18 General data security
requirements https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P18

Section 23 Protecting the secure operating
environment https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L 3P23

Section 24 Minimum requirements for secure operating
environment https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P24
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2.3.2 Requirements imposed by the data permit authority

1. The access control environment must be protected in accordance with KATAKRI 101,
sections 1-2 in the Example.

2. The user environment and the quarantine environment must be protected in accordance
with KATAKRI I 01, sections 1-2 in the Example.

3. Details for the requirements:

a.

The user environment is separated from the Internet with a firewall solution.

If a terminal device arranged by the service provider for the user, dedicated for use
in the user environment, is located within the same physically and technically
protected area as the user environment, two-factor authentication is not required,
but the user's identity must be assured before the dedicated terminal device is
released for use. The terminal device must not be connected outside the user
environment, and the user must not be able to import or export data from the user
environment using the terminal device, such as a USB memory.

If the terminal device is not located within the same physically and technically
protected area as the user environment, log-in must be implemented by means of
two-factor authentication, where the latter step must be implemented before
materials can be accessed.

Direct connections from the user's terminal device to the user environment are
prohibited. For example, the connection transfers only screen images and input
from the keyboard and mouse.

User environments of different data permits must be separated from each other so
that only the users mentioned in the data permit in question have access to the
data sets concerning the permit.

By default, users are not granted admin user rights to computers in the operating
environment. User rights shall be managed in accordance with KATAKRI | 06,
sections 1-8 in the Example, in compliance with the principle of least privilege. A
user may be granted rights that are greater than the rights of a basic user, if these
are related to the processing of data in accordance with the data permit and do
not endanger data security according to the risk assessment by the administrator
of the operating environment.

With regard to the structural security of the network in the operating environment,
the requirements of KATAKRI | 01 shall be complied with in accordance with
sections 1-2, as applicable. The requirement of section 2 shall be complied with
even if protection levels have not been defined for interconnected environments.
When operating through a public or some other less secure network,
telecommunications traffic should be encrypted using a well-known encryption
solution that is generally considered trustworthy, or one whose trustworthiness
has been ensured by some other reliable method. In the management of
encryption keys used for encrypting the traffic, the requirements of KATAKRI | 12
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Sample implementation 2 should be met. Key management offered by a cloud
service provider can be used if the confidentiality of secret keys can be ensured at
an adequate level.

4. In protecting the system, the principle of minimality and least privilege (KATAKRI
subdivision | 08, sections 1-17 in the Example) shall apply as applicable.

5. In protecting the system, the principle of defence-in-depth (KATAKRI subdivision | 09,
sections 1-7 in the Example and subdivision | 13, sections 1-3 in the Example) shall apply.
Regular updates of malware identifiers can be arranged by strictly limiting the traffic
required for them, for example by means of firewall rules.

6. If the controller needs to transfer material subject to a permit, located in its own
environment, to its own secure operating environment within the same physically and
technically protected area, the transfer may also be carried out without a Secure operating
service. Here, KATAKRI subdivision | 15 (Example 2) shall be followed, as applicable.

7. Inthe management of software vulnerabilities, KATAKRI subdivision | 23 (sections 1-2 in
the Example) shall apply as applicable.

8. Regular security scans must be performed on the operating environment.

2.4 Logs

2.4.1 Requirements laid down in the Act on Secondary Use

Section 19 Data in logs https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P19

2.4.2 Requirements imposed by the data permit authority

1.

Data in logs must be processed in the same secure way as special category personal data.

Usage logs must contain information about the controller that has been granted a data
permit, the purpose under the Act on Secondary Use, the user entitled to process data
according to the data permit, the data processed, categories of information, and the time
of use of the data.

Technical log data must be collected comprehensively so that any errors or data breaches
can be investigated comprehensively enough. These technical logs must be kept for at least
five (5) years.

In other respects, logging shall be carried out in accordance with KATAKRI, subdivision | 10,
sections 1-7 in the Example.

Management connections and operation must be protected in compliance with KATAKRI,
subdivision | 04. If the implementation requires traffic encryption, the cryptographic
product does not need to be approved by the authority. In the safety assessment,
compensative controls are also taken into account.

Findata « Finnish Social and Health Data Permit Authority
Mannerheimintie 166, Helsinki « P.O. Box 30, FI-00271 Helsinki
findata.fi


https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P19

FINDY:YY:Y ANNEX 1, REGULATION 1/2022 12(19)

Finnish Social and Health Data Permit Authority Requirements for a Secure Operating Environment

Logs must be monitored and analysed systematically and regularly.

Use of log data must be implemented in such a way that information on viewing is also
recorded in the system.

Permit-specific usage log data on materials and user registers must be submitted to the
data permit authority, at its request, without undue delay.

2.5 Management and monitoring of the environment

2.5.1 Requirements imposed by the data permit authority

1.

10.

11.

The operating environment is documented and the documentation must be available for
assessment and other audits carried out by the inspection body.

The operating environment must be automatically monitored 24/7, with instructions and
clearly assigned responsibilities for responding to incidents.

In monitoring of the user environment, special attention must be paid to the monitoring of
information security.

The criteria laid down in KATAKRI, subdivision I, sections 1-4 in the Example, as applicable,
must be used to observe incidents in the operating environment. The network traffic
monitoring capability should, in particular, cover traffic at the external boundary of the
network/object.

The validity of the operating environment information security must be monitored and
reviewed regularly.

Management of the operating environment, in terms of information security, must be done
using an encrypted communication connection from a hardened workstation.

Maintenance of the operating environment must be carried out from suitable premises.
Remote management is possible, provided that the maintenance personnel have received
training and instructions for safe remote access/management.

The servers of the operating environment must be located in secure premises that meet the
requirements for premises laid down in this regulation. Admin user rights for the operating
environment must be personal access rights, specifically assigned according to the duties.

Admin user rights for the operating environment must be personal access rights,
specifically assigned according to the duties.

If necessary, admin user rights to the operating environment must be divided into admin
user rights at different levels (Administration Tier Model).

Admin user rights to the operating environment are subject to the principle of least
privilege in KATAKRI, subdivision | 06, sections 1-8 in the Example and the principle of
defence-in-depth in KATAKRI, subdivision | 07, sections 1-7 in the Example.
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12. Inthe management and monitoring of the operating environment, KATAKRI subdivisions |
03 and 1 04 shall apply, as applicable.

13. In change management of the operating environment, KATAKRI subdivision | 20 (sections
1-3in the Example) shall be complied with, as applicable.

14. Actions taken by administrators of the secure operating environment must also be included
in log management.

15. Ifitis suspected that the processing of data violates the law or the terms and conditions of
the data permit granted, the service provider must be able to notify the data permit
authority without delay and submit a detailed report on the matter. This does not exclude
other obligations imposed by legislation.

2.6 Removal of materials from the operating environment

2.6.1 Requirements imposed by the data permit authority

1. Materials must be removed from the operating environment six (6) months after the end of
the data permit, unless otherwise specified in the data permit.

2. Therequirements of KATAKRI | 19, sections 2 and 3, should be applied to removal of data.

3. Any conditions set out in the data permit must be taken into account in the storage of
materials.

3 Reliability of the operator
3.1 General information

3.1.1 Requirements laid down in the Act on Secondary Use

Section 20 Secure operating environment https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P20

Section 25 Demonstrating the data security of the secure operating environment
https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P25

Section 26 Assessment of data security https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P26

Section 27 Revoking a certificate issued by an assessment body
https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P27

Section 28 Notification obligation of the data security assessment body
https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P28

Section 29 Monitoring of the secure operating environment after deployment
https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P29
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Section 30 Supervision of and audits to information systems
https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P30

Section 31 The right of the National Supervisory Authority for Welfare and Health to use external
experts https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L 3P31

Section 32 Right to information of the National Supervisory Authority for Welfare and Health
https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P32

Section 33 Regulation issued by the National Supervisory Authority for Welfare and Health to correct
defects and a penalty payment https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L 3P33

Section 34 Regulation to fulfill duties https://www.finlex.fi/fi/laki/ajantasa/2019/20190552#L3P34

3.1.2 Requirements imposed by the data permit authority

1. The secure operating environment must be physically located in the EU/EEA.

2. The service provider of the secure operating environment must be an organisation
registered in the EU/EEA.

3. Theoverall reliability of the service provider and the organisations involved in providing
the operating environment is assessed in relation to the ability to comply with the
requirements of this regulation. KATAKRI may be used in the assessment as applicable.
When using cloud services, the chapter “Service Provision” in the PiTuKri document can be
used instead of KATAKRI. The assessment may be based on documentary evidence
provided by the service provider.

4. The service provider is responsible for the subcontractor’s activity as if it were their own,
and the obligations of this provision have been bindingly agreed between the service
provider and the subcontractor. A subcontractor means, for example, a service provider or
a cloud service provider. The service provider must demonstrate reliability by means of a
security management system, such as in compliance with the ISO/IEC 27001 standard.

5. The National Supervisory Authority for Welfare and Health (Valvira) has the right to carry
out audits required for supervision. To perform the audit, the auditor has the right to access
all premises that engage in the activities referred to in this Act or store information that is
relevant to the monitoring of compliance with this Act. This requirement also applies to
subcontractors used by the service provider.

3.2 Data protection

3.2.1 Requirements imposed by the data permit authority

1. Adata protection impact assessment (DPIA) in accordance with Article 35 of the EU General
Data Protection Regulation (GDPR) must be drawn up on the operating environment.

2. The obligations and agreements concerning the controller and the processor of personal
data have been taken into account in accordance with the valid guidelines of the General
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Data Protection Regulation. The Regulation does not contain instructions, instead it is
directly obligatory.

The service provider is responsible for ensuring that software, codes or other such products
that are transferred to and used in the operating environment and the user environment do
not jeopardise the data security of the processing of personal data. In particular, it must be
ensured that no personal data is transferred out of the user environment in ways other than
as specified for the transfer of materials. A user may be allowed to transfer scripts or other
similar code needed to process the data, for example using the clipboard, but the transfer
of files by users must be blocked.

3.3 Premises

3.3.1 Requirements imposed by the data permit authority

1.

Operating environment maintenance must be subject to user rights and carried out on
suitable premises. The assessment body assesses the safety of the premises on the basis of
this regulation. The assessment need not be carried out on site if there is sufficient other
evidence.

The servers in the environment must be located in suitable premises. The assessment body
assesses the safety of the premises on the basis of this regulation. The assessment need not
be carried out on site if there is sufficient other evidence.

As regards security of premises, the physical security audit criteria concerning the
Administrative Area in KATAKRI F 01-08 shall apply, as applicable.

3.4 Personnel

3.4.1 Requirements imposed by the data permit authority

A standard security clearance or other similar official report must be completed on persons working
in maintenance tasks concerning the operating environment who have access to personal data sets.

1.

Employees with access to personal data sets must be familiar with the processing
instructions concerning the data sets.

A standard security clearance or other similar official report must be completed on persons
working in maintenance tasks concerning the operating environment who have access to
personal data sets. An operating environment solution that restricts the access of
maintenance personnel to personal data can be accepted as sufficiently reliable, provided
that the evidence presented supports this. In this case, maintenance personnel are not
required to provide a report issued by the authority on the reliability of the person. In
addition, KATAKRI T 08-12 and PiTuKri HT-02, section 1 may be used in the assessment of
personnel safety, as applicable.
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4 Key process steps related to a secure operating environment

Process step

Tasks

Notes

Ensuring compliance

The service provider ensures that has a
valid certificate on the information
security of the operating environment,
issued by a information security inspection
body.

(Cf. 552/2019, section 25) The certificate
must cover all components of the secure
operating environment that deal with
personal data and components that have an
impact on the implementation of personal
data protection.

The data permit authority verifies from the
public register of the National Supervisory
Authority for Welfare and Health that the
service provider has a valid certificate.

(Cf. 552/2019, sections 28, 30)

The service provider shall provide the
supervisory authority or the party
designated by it with an opportunity to
monitor compliance with data protection
and information security requirements.

(Cf. 552/2019, section 30)

The service provider must store
information concerning compliance and
other information required for supervision
for at least five years after the end of
production of the secure operating
environment. Usage and disclosure log
data must be erased or archived after 12
years have passed from the expiration of
the data permit.

(Cf. 552/2019, sections 29, 19)

Monitoring and
assessment of the
secure operating
environment

The service provider must maintain an up-
to-date and systematic procedure for
monitoring and assessing the experiences
of using the secure operating environment
when it is in production. The service
provider must monitor the changes to this
Act and correct the operating environment
accordingly.

(Cf. 552/2019, section 29)

Advice

The service provider offers a service
description and a price list of the secure
operating environment and advice related
to the matter.

The data permit authority provides advisory
service only for the secure operating
environment it has provided itself.
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Process step

Tasks

Notes

Placing an order for
the user
environment

By means of a procedure arranged by the
service provider, the customer places an
order from the user environment
mentioned in the data permit and encloses
the official data permit decision with the
necessary appendices to the order.

The service provider gives the customer an

opportunity to use electronic services. In

addition to the information contained in the

permit, key details requested from the

customer include:

e identifiers of the members of the
research group (unique electronic
identifiers and identifier federations)

e contact details of the members of the
research group

e the capacity required by the user
environment

e the software required

e billing details.

The service provider verifies the
authenticity of an electronically signed
data permit.

The data permit has been submitted to the
customer in PDF format, signed
electronically.

The service provider confirms that the
order has been received.

The service provider processes the order.

The order must be based on a valid data
permit, and the secure operating
environment is indicated in the data permit.
If necessary, the service provider will
request additional information regarding
the order from the customer.

The service provider confirms that the
order has been processed.

Establishment of a
user environment

Based on the customer's order, the service
provider establishes a user environment
specific to the data permit.

The service provider creates user accounts
and access rights for the users mentioned
in the permit.

Access and usage rights may only be
granted for the duration of the permit to the
users mentioned therein. Before opening a
connection for the permit holder, the service
provider of the operating environment must
ensure that the permit holder meets the
requirements laid down in the data permit
(Cf. 552/2019, section 51) The service
provider must maintain a register on users
of the secure operating environment and
their access rights. The information on the
access rights of the users of the operating
environment must be erased or archived
after 12 years have passed from the
expiration of the access right.
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Process step

Tasks

Notes

User identification

The identification of users shall comply
with the requirements set out in this
regulation.

(Cf. 552/2019, section 21 The users of the
secure operating environment must be
identified reliably and authenticated.
Reliable identification can take place, for
example, through the Suomi.fi service or a
trusted federated identification source.

Delivery of login data
to users

The service provider shall provide the
persons mentioned in the data permit with
registration and login instructions, and
instructions for activating two-factor
authentication.

Any information related to user IDs is
provided to the user in a secure manner.

Configuration of
access rights

The persons mentioned in the data permit
are granted access rights to materials
subject to a permit. The service provider
configures the permit holder's access
rights to personal data as well as the
access rights of other people who process
personal data in the operating
environment.

All users of the operating environment must
be mentioned in the data permit issued by
the data permit authority. Access rights may
be valid only for the duration of the permit.
The service provider must maintain a
register on users of the secure operating
environment and their access rights. The
information on the access rights of the users
of the operating environment must be
erased or archived after 12 years have
passed from the expiration of the access
right.

Delivery of materials
to the secure
environment

As a rule, materials are transferred to the
service provider via a secure user
operating service.

If the controller needs to transfer material
subject to a permit, located in its own
environment, to its own secure operating
environment within the same physically and
technically protected area, the transfer may
also be carried out without a secure
operating service.

The service provider verifies the integrity
and accuracy, as well as information
security of the materials it receives.

The service provider makes the materials
available in the user environment for the
users referred to in the permit.

Transferring finished
outputs out of a
secure environment

The service provider transfers the
customer’s finished outputs, via a secure
operating service, for verification by the
data permit authority with regard to
anonymisation.

However, for a justified reason, the data
permit authority may, in its permit decision,
grant the permit holder theright to
implement the anonymisation of the
aforementioned information, provided that
it is submitted to the data permit authority
afterwards.
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Process step

Tasks

Notes

Processing and
implementation of
change orders

The service provider receives change
requests and additional orders related to
the user environment in accordance with
its own service description, and
implements them in a documented
manner within the framework of the data
permit.

If changes ordered by the customer are in
conflict with the law or a valid data permit,
they may not be implemented.

Termination of use of
the user
environment

The service provider closes users’ access
to the user environment after the expiry of
the validity of the data permit, after the
termination of the contract, at the request
of the customer or when the authority so
orders.

The service provider deletes personal data
sets in a secure manner, agreeing on the
date and time with the customer, but no
later than six (6) months after the end of
the data permit, unless otherwise
provided.
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